2

total

SHA256:  766bf7fd326a6297ba60431845d030171207fc2ced7d998243aec07297e11985

File
name:

DTPW.exe

Detection

o 20/63
ratio:

Analysis
date:
Antivirus
AegisLab
Avast
AVG
Avira (no cloud)
AVware
Bkav
Comodo
DrWeb
Endgame
GData
Ikarus
Invincea
McAfee
McAfee-GW-Edition
Rising
SentinelOne (Static ML)
Symantec
VIPRE
ViRobot
Webroot
Ad-Aware
AhnLab-V3

Alibaba

2017-07-10 06:48:41 UTC ( 0 minutes ago )

Result

Troj.Crypt.Xpackl!c
Win32:Malware-gen
Win32:Malware-gen
TR/Crypt.XPACK.Gen
VirTool.Win32.0Obfuscator.XZ (v)
HW32.Packed.C57E
UnclassifiedMalware
Trojan.Virtumod

malicious (high confidence)
Win32.Trojan.Agent.LNJ704
Trojan.Crypt

heuristic

Artemis!497124D29C11
BehavesLike.Win32.Backdoor.vc
Trojan.Generic (cloud:Qiyaux16CuD)
static engine - malicious
Trojan.Gen.2
VirTool.Win32.0bfuscator.XZ (v)
Trojan.Win32.Z.0Obfuscator.2547712

W32.Malware.Heur.Dkvt

4\

Analysis

File detail 0
Relationships

Additional information Comments

Votes

Behavioural information
Update
20170710
20170710
20170710
20170710
20170710
20170706
20170710
20170710
20170706
20170710
20170709
20170607
20170710
20170709
20170710
20170516
20170710
20170710
20170710
20170710
20170710
20170710

20170710


https://www.virustotal.com/en/file/766bf7fd326a6297ba60431845d030171207fc2ced7d998243aec07297e11985/analysis/1499669321/#analysis
https://www.virustotal.com/en/file/766bf7fd326a6297ba60431845d030171207fc2ced7d998243aec07297e11985/analysis/1499669321/#item-detail
https://www.virustotal.com/en/file/766bf7fd326a6297ba60431845d030171207fc2ced7d998243aec07297e11985/analysis/1499669321/#item-relationships
https://www.virustotal.com/en/file/766bf7fd326a6297ba60431845d030171207fc2ced7d998243aec07297e11985/analysis/1499669321/#additional-info
https://www.virustotal.com/en/file/766bf7fd326a6297ba60431845d030171207fc2ced7d998243aec07297e11985/analysis/1499669321/#comments
https://www.virustotal.com/en/file/766bf7fd326a6297ba60431845d030171207fc2ced7d998243aec07297e11985/analysis/1499669321/#votes
https://www.virustotal.com/en/file/766bf7fd326a6297ba60431845d030171207fc2ced7d998243aec07297e11985/analysis/1499669321/#behavioural-info
https://www.virustotal.com/en/

Antivirus Result
Antiy-AVL

Arcabit

Baidu

BitDefender
CAT-QuickHeal
ClamAvV

CMC

CrowdStrike Falcon (ML)
Cylance

Cyren

Emsisoft
ESET-NOD32
F-Prot

F-Secure

Fortinet

Jiangmin
K7AntiVirus

K7GW

Kaspersky

Kingsoft
Malwarebytes

MAX

Microsoft

eScan
NANO-Antivirus
nProtect

Palo Alto Networks (Known Signatures)
Panda

Qihoo-360

Sophos
SUPERAnNtiSpyware

Symantec Mobile Insight

Update

20170710
20170710
20170710
20170710
20170710
20170710
20170710
20170420
20170710
20170710
20170710
20170710
20170710
20170710
20170629
20170709
20170710
20170710
20170710
20170710
20170710
20170710
20170710
20170710
20170710
20170710
20170710
20170709
20170710
20170710
20170709

20170709



Antivirus Result
TheHacker

TrendMicro

TrendMicro-HouseCall

Trustlook

VBA32

WhiteArmor

Yandex

Zillya

ZoneAlarm by Check Point

Zoner

Update

20170709
20170710
20170710
20170710
20170707
20170706
20170707
20170707
20170710
20170710



